SOLUTION GUIDE - SEPTEMBER 2026 THREAT REPORT

When Detection
Becomes the

Build Trigger

Anthropic’s September 2026 threat report describes an espionage
operation whose Al agents rebuilt its malware whenever a security
product flagged it. Here's why that loop doesn’t change the answer
a known-good control gives, which of the report’s six cyber cases
Mimic covers and which it doesn't.
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Page references in this guide point to the PDF edition of Anthropic’s report. In the coverage table, case pages are section ranges, so
neighboring cases can share a page.

2 | MIMIC NETWORKS, INC.



Section 01: The Argument

When an attacker’s Al agents rebuild malware whenever a security product flags it, every detection
shows them what to change in the next build. Controls that decide by recognizing malicious artifacts
lose much of their power to impose cost. The rebuild doesn’t change the answer from a control that
decides by approval. It checks each change against a verified baseline, and nobody approved the new
build.

Of the six cyber cases in Anthropic’s September 2026 threat report, Mimic covers one on the host side, two in
part and three not at all. Section 02 shows which is which, and the warning at the end of this section shows
where the argument stops.

Detection stopped being an obstacle

Anthropic published Detecting and countering misuse of Al: September 2026 on September 10. It covers misuse
the company disrupted between December 2025 and August 2026 across seven harm areas (p. 3). The cyber
section (pp. 4 to 40) profiles six threat groups, and most of it concerns identity, tokens and cloud services. One
case goes straight at the way defenders impose cost on attackers. That's the case this guide is about.

The loop

Anthropic tracks a Russian espionage operation as GTG-20006. The actor’s Al agents watched whether
security products had flagged its deployed malware. When one had, the agents modified and rebuilt the
malware and kept iterating until nothing flagged it. The rebuilt tools were then staged for live operations (p. 6).
Where victims ran their own servers, the actor used Claude to find, modify and redeploy flagged artifacts (p. 9).

People still chose the targets and reviewed what was taken (pp. 6, 39). The rebuilding is what the agents
automated.
Why it matters

A new detection used to cost the attacker something. The burned tool had to be replaced, and replacing it took
time. GTG-20006 also shipped payloads that froze victims’ security updates, so new signatures didn't reach
those machines (p. 9). Anthropic’s warning is specific:

Al adoption threatens to “subvert defenders’ ability to impose costs on
adversaries via static detections alone.”

ANTHROPIC - DETECTING AND COUNTERING MISUSE OF AI: SEPTEMBER 2026 - PAGE 6

Anthropic is careful with the wider claim. It says capable adversaries can, at least in theory, now outpace the
detections defenders build (p. 9). The rebuild loop itself was observed. This guide keeps that distinction.
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THE ARCHITECTURE QUESTION
Two ways a control can decide

A security control makes a decision before it acts. The question behind that decision determines whether a

rebuild loop works against it.

Some controls decide by recognition. Signatures, hashes, reputation and learned patterns all ask whether

something is known to be bad. GTG-20006's loop exists to find the edge of that recognition and step past it.
Other controls decide by approval. They ask whether something belongs to a verified baseline of the system. A
new build doesn't move that answer, because nobody approved it.

This isn’t a claim about any product’s detection rate. It's about where the decision comes from, and each

model carries its own costs.
Decides by recognition

Asks whether this is known to be bad.
A new build can pass until detection catches up.

Each detection shows the attacker what to change
next.

Needs current signatures, models and updates.

Catches novel artifacts only as far as its patterns
generalize.

Asks whether this belongs to the approved baseline.
A new build sits outside the baseline, so the answer
holds.

The answer doesn’t depend on which build arrives.

Needs an accurate baseline and disciplined change
approval.

Trusted tools turned to harm need behavior rules on
top. Mimic ships alert or block rules for common

living off the land binaries.

KEY METRICS
What the indicator file contains

131 115

Indicators Anthropic published for the Of those are network infrastructure:
report’s cyber operations cases. domains, hostnames, IP addresses, URLs
and onion services.

6

Describe a file: four file names and two
SHA256 hashes, all tied to GTG-20006.

Counts come from the indicator file Anthropic released with the report, filtered to its cyber operations entries.
An Al provider sees accounts and infrastructure more readily than activity on a victim's servers, so the mix
partly reflects where Anthropic sits. Still, the file hashes that do appear belong to the toolkit GTG-20006’s
agents rebuilt whenever a security product flagged it.
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The 40th rebuild gets the same answer as the first

Mimic builds a verified baseline of each protected server in its known-good state. Anything introduced
afterward stays untrusted until someone approves it. Enforcement runs at the kernel and acts on changes
before they execute.

Put GTG-20006’s loop against that. The first rebuilt implant is new, so it's untrusted. So is the 40th. Anthropic
doesn’t report how many rebuilds the actor ran; 40 is our illustration. The loop needs a control whose answer
changes when the artifact changes. A baseline’s answer doesn't.

The frozen update channel doesn’t change that either. A decision that waits for the next signature can be
starved. A decision that checks the baseline doesn’t wait for one.

Be precise about what this claims. It isn’t a detection rate, and it isn’t a statement that Mimic catches what
other tools miss. It's narrower: repacking doesn’t matter to the question a known-good model asks. Section 02
lists the host behaviors this rests on. The argument also has a hard edge.

WARNING

Where this argument stops.

Anthropic reports that GTG-20006 ran scheduled jobs that renewed stolen access tokens and
harvested victims’ cloud storage with no human involvement (p. 39). As we read it, those jobs used
stolen tokens against cloud services. Nothing in that sequence has to run on a server Mimic protects,
so kernel enforcement has nothing to act on. The protected server can stay clean while the data
leaves. We'd rather say that first.
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Section 02: The Scope

One case covered, two in part, three not at all

Here's where a known-good control running at the kernel sits against each of the six threat groups in the
report’s cyber section. Covered means enforcement acts on the behavior described. Partial means one stage
only, on servers Mimic protects. Not covered means Mimic has no product surface there.

What the report describes Where Mimic sits

GTG-20006

Russian espionage

pp. 6 to 11, 39

GTG-50029
Single hacktivist
pp. 34 to 37

GTG-10007
Exploit foundry
pp. 24 to 28

GTG-50014
Suspected
ShinyHunters
affiliates

pp. 11 to 24
GTG-50020
Financially
motivated actor
pp. 30 to 34

GTG-50021
Fraudulent Al
reseller

p. 29

Agents rebuilt malware whenever
security products flagged it. Credential
stealers, lateral movement and
unattended jobs renewing stolen
tokens.

Entry through an undocumented
WordPress reinstallation race condition.
A webshell hidden in font assets and a
plugin that harvested logins.

Autonomous exploit research on
network appliances. A lead agent
directing subagents. Intrusions that
enumerated hosts and harvested
credentials.

Over 2,100 Azure AD token sets from
more than 40 tenants in about 34 hours,
nearly all of it agent work (pp. 13 to 14).
Secrets scraped from 1.8 million
Android apps (p. 12).

Injected instructions made an Al
vendor’s evaluation sandbox hand over
production API keys (p. 30). A later
campaign hit roughly 30 Al companies
in about four days (p. 31).

Claude access advertised as cheap,
which delivered a different model while
the reseller’s tooling stole buyers’
Anthropic credentials for resale.
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COVERED ON THE HOST SIDE

Rebuilt implants and delivered credential
stealers are new builds outside the baseline.
The token renewal jobs aren’t ours; see the
warning in Section 01.

PARTIAL

We don't see the race condition. On a
protected web server, the webshell and
plugin are unapproved file writes. That's
what known-good enforcement is for.
PARTIAL

Appliance research and edge exploitation sit
outside a host control. Unapproved changes
they make on a server Mimic protects are in
reach.

NOT COVERED

Cloud identity and mobile app secrets are
outside our surface. None of it has to touch
a protected server.

NOT COVERED

The sandbox gave up credentials it was
allowed to hold. Mimic doesn't ship a
control for evaluation infrastructure.

NOT COVERED

Account fraud and model
misrepresentation. The credential harvester
runs on buyers’ own machines, not on
servers Mimic protects.



Every case runs through credentials

Credentials or tokens show up in all six cases. Azure AD token sets taken at tenant scale. Secrets pulled from
shipped Android apps. Stolen tokens renewed on a schedule. Credentials reused to escalate access.
Production API keys handed over by an evaluation sandbox. Resold Al accounts. A plugin quietly collecting
logins. Anthropic notes that stolen Al keys and session tokens are now the only goal for several criminal
groups (p. 28).

On that evidence, identity telemetry has the most to offer across this report: unusual token issuance, reuse of
refresh tokens, OAuth grants nobody has seen before. That isn’'t where Mimic sits. Our Active Directory
coverage applies to Windows domains running on premises.

Mimic doesn'’t address any of the following:

Cloud control planes

Cloud identity providers

SaaS and OAuth token abuse
Exploitation of edge appliances
The developer supply chain
Abuse of LLM APIs

If your exposure sits there, start there. Host enforcement doesn't replace the controls built for those surfaces.

Seven patterns worth carrying into your threat model

Goal in, loop until done

Operators set a broad goal, then let the model survey the environment, write and run scripts, summarize and go
again until the job is done (p. 14). GTG-10007’s collection and research kept running while its owners were
away (p. 25).

Autonomy on a schedule

GTG-10007 ran a fleet of 13 collection agents on a set schedule, and GTG-20006’s scheduled jobs kept
renewing stolen tokens, both with no human in the loop (pp. 27, 39). If the renewal job survives, revoking one
session buys little.

A lead agent and many subagents

GTG-10007's lead agent split reconnaissance and the work after initial access across many subagents running
in parallel (p. 26). Individual operators handled dozens of victims at once (p. 39). Dwell time per victim stops
being a safe planning assumption.

Credentials as the objective

In every case, identity material is either the prize or the key to it. Malware is one route there. A detection
program weighted toward binaries watches the route, not the destination.
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Evasion as a closed loop

Detection became the input to GTG-20006's next build (p. 6). GTG-50029 encrypted stolen logins with a public
key for each site, so whoever finds the staged file can’t read it (p. 35).

The Al supply chain as a target

Evaluation sandboxes holding provider keys. Stolen Al credentials put to work as attack compute. Traffic
quietly routed to a model other than the one advertised (pp. 28 to 30). Anthropic advises treating Al keys and
agent integrations as seriously as production credentials (p. 30).

Small teams, output at state scale

One hacktivist went after 42 tracked targets and got inside at least 14 (p. 36). A group that included two
undergraduate students targeted roughly 50 organizations (pp. 24, 25). Anthropic concludes that
sophistication no longer tells you who's behind an operation (p. 5). Threat models that size attacker capability
by headcount need another look.

The host behaviors this argument rests on

The report describes host activity in general terms: running commands, stealing credentials, moving laterally
and redeploying flagged tools (pp. 6, 9, 28). It names no specific techniques, so we don’t claim a match to any
of them. Here's what Mimic ships coverage for today in those categories.

# Shipped host coverage, illustrative. Not a product configuration file.

vssadmin, wmic shadowcopy, wbadmin delete catalog,
bcdedit recovery changes
treatment: alert or block # common set
lsass dumps via procdump and comsvcs, ntdsutil ifm,
reg save hklm, ntds.dit copies
wevtutil cl, usn journal deletion,
secure delete wiping
rdp access control
: detect,

# on premises, Windows only
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Questions security architects will ask

What did Anthropic’s September 2026 threat report find about AT and
malware detection?

Anthropic’s September 2026 threat report describes GTG-20006, a Russian espionage operation whose
Al agents watched for security products flagging its malware. When one did, the agents modified and
rebuilt the malware until nothing flagged it. Anthropic warns that this kind of automation threatens the
cost defenders impose on attackers through static detections alone. The report covers misuse
Anthropic disrupted between December 2025 and August 2026.

What is an automated rebuild loop in a malware operation?

An automated rebuild loop uses Al agents to watch whether security products have flagged deployed

malware. When a detection lands, the agents change the code, rebuild it, test it again and repeat until

nothing flags it. Anthropic documented this pattern in GTG-20006 in its September 2026 threat report.
The loop turns each new detection into instructions for the attacker’s next build, which removes much
of the cost a detection used to impose.

Why doesn’t rebuilding malware defeat a known-good security model?

A known-good model decides by approval, not recognition. It enforces a verified baseline of a system’s
approved state, and anything introduced afterward stays untrusted until someone approves it. A rebuilt
implant is new, so it's untrusted, and so is the next rebuild. An automated rebuild loop needs a control
whose answer changes when the artifact changes. Known-good enforcement answers the same way
for each unapproved build.

Does Mimic detect malware that EDR misses?

That isn’t the claim. Mimic’s reading of Anthropic’s September 2026 threat report is an architecture
argument, not a detection rate comparison. A control that decides by recognizing malicious artifacts
can be worked around by an attacker who rebuilds until nothing recognizes the artifact. Mimic's
known-good enforcement doesn’t depend on recognizing the artifact, so repacking doesn’t change its
decision. Mimic makes no claim about any other product’s detection rate.

Which cyber case studies in Anthropic’s September 2026 report does Mimic
address?

Of the six threat groups in the cyber section of Anthropic’s September 2026 report, Mimic covers one:
GTG-20006, on the host side, where each rebuilt implant is a new build outside the baseline. It partly
covers two, GTG-50029 and GTG-10007, after initial access and only on servers Mimic protects. It
doesn’t cover GTG-50014, GTG-50020 or GTG-50021, which center on cloud identity, evaluation
infrastructure and Al account fraud.
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What doesn’t Mimic cover in Anthropic’s September 2026 threat report?

Mimic doesn't address cloud control planes, cloud identity providers, SaaS and OAuth token abuse,
exploitation of edge appliances, the developer supply chain or abuse of LLM APIs. Its Active Directory
coverage applies to Windows domains running on premises. In Anthropic’s September 2026 report, that
leaves GTG-50014's Azure AD token theft, GTG-50020's evaluation sandbox compromise, GTG-50021's
reseller fraud and GTG-20006’s scheduled token renewal outside Mimic’s reach.

Would Mimic have stopped GTG-20006’s stolen token renewal?

No. Anthropic reports that GTG-20006 ran scheduled jobs that renewed stolen access tokens and
harvested victims’ cloud storage with no human involvement. As Mimic reads the report, those jobs
used stolen tokens against cloud services, so nothing had to execute on a server Mimic protects.
Kernel enforcement has nothing to act on in that sequence. A protected server can stay clean while the
data leaves through the cloud.

What should security teams prioritize after reading Anthropic’s September
2026 threat report?

Start with identity. Credentials and tokens appear in all six cyber cases in Anthropic’s September 2026
report, so telemetry on token issuance, refresh token reuse and new OAuth grants has the widest reach.
Treat Al keys and agent integrations like production credentials, as Anthropic advises. Then look at
critical servers, where known-good enforcement keeps rebuilt implants untrusted however often an
attacker repacks them.
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DG WHEN DETECTION BECOMES THE BUILD TRIGGER

Thank You

Ask where Mimic fits in your environment. You'll get the same
straight answer this guide gives.

SALES@MIMIC.COM




